








A number of tools supporting  the “Understand” step of the 
IBM InfoSphere Information Server can be applied to support 
the component discovery process.  Two modules in particular 
are focused on understanding data from the bottom-up and 
top-down.  The bottom-up analysis is supported by 
Information Analyzer, which accesses enterprise data sources 
and profiles them to understand data elements, their quality 
and business rules.  Top-down analysis is supported by Business 
Glossary and Business Glossary Anywhere.  The Business 
Glossary module imports business terms and categories from a 
number of different sources, including XML Schema like the 
NIEM Components. Figure 8 is a view to  the Business 
Glossary and a notional mapping of its term to data elements 
in a physical data model.

Figure 8: IBM Business Glossary maps Terms to Data Elements

In this view of Business Glossary (top left), we see a hierarchy 
of categories and a business term on the right (“Balance Sheet 
Net Assets Approach Analysis”).  Three key aspects of the 

Business Glossary product enable it to support robust 
component discovery.  First, the module allows business users 
to create and maintain the glossary of terms -- business users 
execute the mission of the organization and therefore drive the 
need for information sharing exchanges.  Secondly, the 
Business Glossary Anywhere Tool provides the ability for those 
business users and managers to access and use the enterprise 
business glossary from anywhere in the organization - right 
from their desktop or handheld.  Third, the Business Glossary 
tool relates IT assets including business intelligence reports, 
data elements from various data sources, and even other terms 
(like those from logical data models).  Currently,  IBM is 
constructing a Proof of Technology (POT) to demonstrate 
importing and mapping NIEM business terms to related IT 
assets profiled by the Information Analyzer tool.

In addition to the Infosphere tools, related assets like IBM 
Optim provide tools that can aid in the discovery, 
understanding and mapping process.  Additionally, IBM labs 
are participating in the Open Integration project 
(http://openintegration.org) to provide advanced mapping and 
visualization tools.

Once the components have been selected for the transaction 
via both the bottom-up and top-down approaches discussed 
above, the team can move on to the next phase of IEPD 
development – Message design.

Message Design
Once a government agency has selected a messages component 
parts, it can design the actual message. The chief complaint 
organizations report for in this area is that the process is labor 
intensive and takes too long.  The driving factor for this is the 
need to understand the systems, on both sides of the exchange, 
that will process the message.   This is further complicated in 
the event either of the organizations has implemented a 
Service-Oriented Architecture (SOA).  Further, the interaction  
might require data integration prior to being able to populate 
the message. .  Given this, message design requires a focus

10     Information Agenda Position Paper



broader than the simple data elements, taking into account 
many other parts of the entire enterprise architecture.  This 
notion is reflected in the Federal Enterprise Architecture as 
depicted in Figure 9.  In the Federal Enterprise Architecture, 
the Data Reference Model interacts with the other four 
reference models.  Most important of those interactions is its 
connection to the Business Reference Model, via business 
processes, and the Service Reference Model via services.

Figure 9: Components of the Federal Enterprise Architecture

Simply put, message design involves layers of the enterprise 
architecture beyond the DRM, because messagess are 
necessarily part of business transactions.  They do not exist in 
isolation.  As part of business transactions, they serve a purpose 
in a business process.  The business logic for those business 
processes is often implemented in a service component which 
is part of a service.  A service has a message input and a 
message output.  These are the very messages that need to be 
designed.  To design these messages effectively requires an 
understanding of these components their interaction.    Once 
again, the breadth of IBM’s vision and portfolio of assets helps 
address this challenge.  IBM has tools for Business Process 
Modeling, Service Oriented Architecture Implementation, data 
integration and Master Data Management.  Whether you have 
IBM tools for these parts of the architecture or not, the 
transaction design must include these multiple perspectives.  
For example, Figure 10 depicts how InfoSphere Data Architect 
can import and model XML Schemas. 

Figure 10: RDA Importing NIEM Core Schema

InfoSphere Data Architect can import NIEM as well as perform 
modeling functions for UML, ER diagrams and Business 
Process Models.  Visualizing models is important to better 
understand them and how they relate to other models.  Message 
design goes far beyond just selecting the components because 
agencies must arrange them in patterns like request/response, 
command/action, event/response and many others.  Additionally, 
agencies must design the messages for cascading actions, 
dependencies and transaction metadata.

Once the message is designed it can go into production.

Message Production
Message production can be split into three sub-parts: 
•	 	Pre-production (or testing) - message testing is an 

important part of pre-production.  Message testing involves 
creating dummy messages, testing corner cases, and testing 
processing (including SOA) interfaces.  To facilitate testing, 
the IBM Optim component  has the ability to generate 
anonymized test data.  
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•	 Message population - after successfully testing the message 
design, the messages are ready to be populated with real data.  
This is the critical reason why the component discovery 
process cannot be just a top-down approach -- in the end the 
messages bust be populated from the existing data assets.  As 
discussed in the first section, this is where IBM’s end-to-end 
information sharing architecture provides distinct value, in 
that the agency now has a complete profile and understanding 
of all available data assets; now it is merely a matter of 
selecting the right elements.  Pulling information from these 
data assets is easily performed by Infosphere’s DataStage 
module as depicted in Figure 11.  
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Figure 11: Infosphere DataStage transporting and transforming data

As depicted in the diagram, the DataStage module  lets you 
graphically design data flows with various aggregation, 
calculation and merging steps between the inputs and outputs.   
The data sources are the inputs to the flows and there can be 
many different data sinks, including a web service that 

produces NIEM-based XML.  Data Stage provides  graphical 
icons for different steps like merge, sort, code lookups, 
aggregation and many others.  Additionally, in addition to  
transformation processing,  agencies can add QualitStage 
processes into the flow for pattern matching, standard lookup, 
address correction, and many others.  The Infosphere 
DataStage and QualityStage modules are the cornerstone of a 
robust message generation process by way of extracting, 
integrating and transforming data from existing data sources.  
•	 Message processing - once messages are populated with real 

data and flowing between systems, the business logic that 
processes incoming messages (and responses) can be tested 
(and even stressed) on the sending and receiving systems.  
Besides interface testing this would also enable the ability to 
test identity management, message security and message 
privacy.

Once agencies can reliably produce and process messages in a 
production environment they are ready to support the mission.  
In supporting the mission, the information exchanges and the 
instances of those exchanges need to be managed and allowed 
to evolve for changing conditions.

Message Evolution and Management
After the message is in production, agencies must manage the 
message flows and allow the message schema to  must to evolve 
for changing conditions.  Once again, IBM’s assets assist in 
both parts of this phase.  IBM has robust products to store and 
query XML messages like DB2 PureXML and DataPower 
XML appliance.  Additionally, the IBM Metadata Workbench 
allows agencies to capturing and view lineage information for 
message consumers that want to know the pedigree of a 
message.  The IBM Metadata Workbench can provide queries 
and visualization of lineage as depicted in Figure 12.
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Figure 12: Metadata Workbench for Data Lineage

In addition to base level message management, agencies may 
need to evolve messages as conditions change.  IBM’s XML 
Schema Repository (XSR) and Rational Clear Quest enables 
straightforward change management.

We have seen that the IBM streamlined development process 
consists of four phases; component discovery, message design, 
message production and message evolution.  Additionally, we 
covered how IBM’s broad suite of products can help 
organization successfully execute each phase.  We have also 
discussed in some instances how IBM is continuing to evolve 
their product suites and conduct Proof of Technology 
demonstrations to improve how their tools can support the 
process.

In addition to streamlining the development of messages, 
IBM’s products extend even further to the analysis of 
information exchanges to improve the exploitation of that 
information.  Such improved information exploitation leads to 
better decisions, the detection of non-obvious relationships, 
real-time business rule execution and even predictive analysis.

The IBM NIEM Solution Framework & 
Advanced Analytics
Core to IBM’s Information On Demand Strategy and the 
concept of “Trusted Information” is the transformation of 
disparate, inaccurate and seemingly conflicting data elements 
into valuable information, providing new, incremental or even 
breakthrough insight.   Information On Demand is about 
understanding and cleansing agency data, and bringing it 
together in a way that reveals relationships in the base data 
elements that were invisible or at least obscured before simply 
because the data was spread across the enterprise  --  in 
disparate applications and databases, in a wide array of formats 
and semantics.  At its most basic level, Information On 
Demand is about “connecting the dots” between disparate data 
sets to reveal hidden relationships and patterns.  

While IBM’s early focus centered on providing new insight 
through the delivery of Trusted Information within a single 
enterprise, the development of information sharing models like 
the NIEM standard allow government agencies and the 
government ecosystem as a whole to open the aperture well 
beyond the single enterprise, to reveal relationships and 
patterns within the totality of the information that is shared.   
The emerging ability to share information across the 
ecosystem promises breakthrough – the more information that 
is shared, the more relationships and patterns are revealed, the 
more accurate and “Trusted” the information becomes.  

Consider this – By the time Umar Farouk Abdulmutallab 
purchased his ticket on 16 December 2009 on KLM and 
Northwest Airlines from Lagos through Amsterdeam to 
Detroit, on which on 25 December 2009 he attempted to 
ignite a PETN incendiary device, no fewer than 5 US and UK 
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government agencies and 3 private entities (the airlines and the 
Yemen university from which he had recently dropped out) 
possessed derogatory information that taken together might 
have raised a warning.  Were leaders at each of these agencies 
derelict in their efforts to protect the lives of those on Flight 
253?  Hardly – the men and women who serve in these 
positions are largely diligent and steadfast.   Rather, each 
organization suffers from the challenge of “Enterprise 
Amnesia” in which they fail to understand the volume of data 
they have, let alone recognize the relationship of these data 
elements to others inside their enterprise or across the 
ecosystem.  

Critical to addressing the “Enterprise Amnesia” and larger 
“Ecosystem Amnesia” challenge, and thus provide critical 
insight through information sharing, is the concept of 
persistent semantic context, through a centralized and common 
metadata repository, such as the common meta data layer 
provided by IBM’s Infosphere Platform.  This metadata 
repository enables discovery and new insights, while allowing 
the information “stewards”, whether a department within a 
government agency, or another government agency altogether, 
to retain ownership of the data elements themselves, and 
therefore policies regarding access.  This persistent semantic 
context allows events and observations to become discoverable, 
because they are in context with other events and observations.   

As an example, consider the following two diagrams, in which 
3 disparate agencies produce three separate observations about 
three seemingly different entities.   In the first diagram, 
reconciling two observations in the metadata store reveals no 
relevant relationships.  However, when a third observation is 
added to the persistent context engine, new relationships are 
revealed – three seemingly separate entities are recognized as 
one.   In this way, The IBM Infosphere Solution Framework 
provides need-to-know capabilities where the data “discovers” 
the user through the registration of user profiles and persistent, 
context-based searches. The search results are updated as new 
metadata is added to the common metadata repository.  Data 
finds data, and the relevance finds the user – in an autonomic 
fashion. 

Figure 13:Insight Through Trusted Information and Persistent Semantic Context

Beyond the new insights revealed through development and 
delivery of Trusted Information, government agencies can also 
leverage advanced business intelligence and predictive analytics 
tools to glean additional knowledge and insights and improve 
overall mission effectiveness.  Within the context of IBM’s 
Information On Demand strategy, this capability is captured in 
the topmost “Business Intelligence & Performance 
Management” layer.  IBM continues to invest heavily in this 
area with the acquisition of two companies, Cognos and SPSS.   
While Cognos represents a best of breed business intelligence 
tool providing state of the art “sense and respond” analytic 
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capability, SPPS provides a robust set of analytic algorithms to 
enable agencies to “predict and act”.   These tools are in wide 
use across the government ecosystem today, and leverage the 
same common metadata repository at the heart of the 
Infosphere Trusted Information platform.  This allows 
government agencies to ensure they have constant visibility to 
the latest and most accurate information available across the 
information sharing ecosystem, and to review the sources and 
lineage of any mission critical information prior to taking 
action.

Achieving Transformation: The 
Information Agenda
Since the launch of our Information On Demand initiative in 
2006, IBM has had the privilege of working with literally 
1000’s of leaders across Defense and Civilian Agencies, as well 
as private sector companies, in transforming to information 
based enterprises in which information is leveraged as a 
strategic asset across the enterpriseAs a result, we have learned 
a great deal about what it takes to be successful.   

Transformation does not imply the replacement of existing 
systems and information sources; It requires only that those 
systems are able to expose insightful information with speed 
and flexibility.  Making this transformation can seem like a 
daunting task and it is often difficult to know where to start.  
What is required for success is a combination of proven 
technology, and a proven approach to transformation – what 
we call the “Information Agenda”   With the right tools, the 
right processes, and the right environment, creating an 
Information Agenda is straightforward. 

Figure 14:Information Agenda: A Proven Approach for achieving Information 
Transformation

The key to building an Information Agenda is to bridge the 
gap between the information end users in your enterprise and 
information suppliers; between line-of-business (LOB) Mission 
Leaders who are facing enormous business challenges and IT 
executives responsible for providing information needed to 
succeed.    It is critical for success to get these leaders in a room 
to start conversations on common understanding of business 
strategy, vocabulary and semantics.  To facilitate and capture 
this conversation, you’ll need a prescriptive methodology and 
set of tools that:

•	 Help you identify which information is important to your 
organization; 

•	 Create a common set of vocabulary to define this information 
for use across the enterprise;

•	 Allow you to make information available to the people and 
applications that need it; 

IBM Software     15

© 2008 IBM Corporation

Information Management SoftwareInformation Management Software

What’s Required To Bridge The Gap
A Combination Of Software & A Proven Approach

Business
Optimization

Information Infrastructure

Proven Approach Software

19



Please Recycle

© Copyright IBM Corporation 2010

IBM Software Group 
Route 100 
Somers, NY 10589 
U.S.A.

Produced in the United States of America 
March 2010 
All Rights Reserved

IBM, the IBM logo, ibm.com and InfoSphere are trademarks of 
International Business Machines Corp., registered in many jurisdictions 
worldwide. Other product and service names might be trademarks of IBM 
or other companies. A current list of IBM trademarks is available on the 
Web at “Copyright and trademark information” at ibm.com/legal/
copytrade.shtml. 

•	 Assist you in managing your information; 
•	 Help you create governance practices and processes that are 

needed to put an information management plan into action.
•	 Develop a roadmap for transformation that matches 

investments to Mission priorities

Through our Information Agenda approach, IBM helps our 
client get their arms around their information assets, develop 
a process for governance, define strategy and priorities, and 
plot the roadmap for transformation.  We understand the 
pressures that government agencies face in moving quickly, 
while positing for long term optimization.  We can assist 
agencies in bringing together the people, processes and 
technology necessary to navigate the new information 
exchange environment.  The Information Agenda can help 
with broader agency information management needs and 
objectives as well, far beyond the NIEM standard. 

The development and refinement of the NIEM standard 
promises to rapidly expand the level of information that is 
shared across the law enforcement, homeland security and 
emergency response environment, and opens up a 
breakthrough opportunity for agencies to enhance mission 
effectiveness.  IBM has the experience and an integrated 
solutions to help agencies not only meet NIEM 
requirements, but also leverage the newly accessible 
information to improve overall mission effectiveness.  
Through innovation, government agencies can harness the 
new intelligence permeating the planet today—for smarter, 
more successful organizational outcomes.  
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